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 ABSTRACT 

Technological developments, particularly the Internet of Things (IoT) and blockchain, provide 
great potential for increasing transparency, efficiency, and responsiveness in supply chain 
management. IoT enables real-time data collection through connected sensors, while 
blockchain offers a decentralized and secure record-keeping system to increase transparency 
and security in supply chain transactions. This research examines how these two technologies 
can be integrated in supply chain management to increase a company's operational 
performance. The use of IoT provides greater visibility into logistics processes and the status 
of goods, while blockchain strengthens trust and accountability between parties involved in 
the supply chain. The adoption of these technologies also poses several challenges, such as high 
implementation costs and the complexity of system integration. Companies need to plan 
carefully and address security concerns and technology adaptation in order to maximize the 
benefits offered by these technologies. With the right measures in place, companies can create 
a more efficient, transparent and responsive supply chain, which can ultimately strengthen 
their competitiveness in the global market. 
 

  

 
INTRODUCTION 

In an increasingly complex and connected global 
business world, technological innovation has become a 
key factor in the transformation of various industry 
sectors. One area that benefits greatly from 
technological developments is supply chain 
management. New technologies, such as the IoT and 
blockchain, can increase transparency, efficiency, and 
responsiveness in global supply chains. By leveraging 
these technologies, organizations can optimize 
inventory management, predict demand more 
accurately, and facilitate timely delivery of products. 
IoT allows companies to monitor the condition of goods 
in real-time, while blockchain offers transparency and 
security in tracking transactions and data between 
parties engaged in the supply chain. This digital 
transformation, often powered by big data, artificial 
intelligence, and IoT, is integral to optimizing modern 
supply chain management (Putra & Arifin, 2021). 

In particular, the application of technologies such as 
IoT and blockchain in the manufacturing and 
distribution sectors has brought significant impact to the 
way companies manage their supply chains. For 
example, blockchain technology helps in recording 

transactions in a decentralized and immutable manner, 
providing trust between parties engaged in the supply 
chain, and reducing the risk of fraud or inaccurate 
information. According to Hussain et al. (2021), 
blockchain and IoT technologies enable companies to 
observe, track and monitor products, activities, and 
processes within their value-chain networks, thereby 
enhancing transparency and coordination. Meanwhile, 
IoT enables connected devices that can provide real-time 
data regarding the location, temperature, or condition of 
goods. This increases visibility along the supply chain, 
allowing managers to make faster and better decisions in 
response to changes in demand or disruptions that occur 
in the distribution process.  

While technological innovation offers many 
benefits, many organizations still face challenges in 
integrating these new technologies into their supply 
chain systems. One of the main issues is the lack of 
understanding and skills to effectively implement IoT 
and blockchain. Many companies do not yet have the 
necessary infrastructure or expertise to make the most 
of these technologies, which hinders their ability to 
reach their full potential in improving transparency and 
efficiency. Implementing new technologies often 

* Corresponding author, email address: dr.diditdarmawan@gmail.com 



Bayar Gardi, Didit Darmawan: Supply Chain Management Optimization with IoT and Blockchain Technology…  

32 

requires significant investment in hardware, software, 
and training, which can be a financial burden for some 
companies, especially for those operating on a small 
and medium scale. Overcoming such challenges 
demands effective leadership development to enhance 
organizational capacity in responding to complex 
socio-technical challenges (Corte-Real et al., 2021), as 
well as strategic planning for business sustainability 
amidst regulatory and managerial uncertainties 
(Mardikaningsih & Darmawan, 2021). 

Another issue faced is concerns regarding data 
security and privacy. While blockchain offers 
advantages in terms of security, it also opens up 
potential risks if data is not managed properly. The use 
of IoT, which involves many interconnected devices, 
can also increase the risk of cyberattacks or data leaks, 
which can damage a company's reputation and hurt 
customers. Supply chain managers must be able to 
address issues related to cybersecurity, as well as 
develop adequate policies to protect sensitive data and 
information generated by these technologies. These 
concerns are deeply connected to the evolving 
relevance of privacy as a human right in the digital age, 
necessitating a critical analysis of personal data 
protection frameworks (Issalillah & Hardyansah, 2024). 
Despite blockchain’s potential to enhance security in 
supply-chain systems, the dynamicity and 
sophistication of current cybersecurity and privacy 
threats indicate a lack of effective methods to detect and 
mitigate risks across the entire end-to-end supply chain 
(Masip-Bruin et al., 2021). 

Monitoring the application of new technologies in 

supply chain management is crucial as the changes 
taking place within the sector have the potential to alter 
the dynamics of the global market. Technologies such 
as IoT and blockchain not only provide benefits to 
companies that implement them, but can also change 
the way businesses operate and interact with customers 
and suppliers. This transformation is part of a larger 
digital shift that also reshapes cultural values and social 
practices (Hakim et al., 2021) and influences how 
information credibility and public opinion are formed 
(Bin Zulkarnain & Al-Hakim, 2023).  If managed well, 
these technologies can bring about significant 
transformations in performance improvement, 
operational efficiency, and cost reduction, which can 
provide great competitiveness for companies. 
Conversely, if the challenges in implementing these 
technologies are not addressed, companies can be left 
behind in the face of increasingly fierce competition. 

The main objective of this research is to analyze the 
ways in which organizations can integrate new 
technologies, particularly the IoT and blockchain, in 
their supply chain management. The focus of this study 

is to explore how these technologies can improve 
transparency, efficiency, and responsiveness in global 
supply chain management. The research also aims to 
evaluate the challenges faced by organizations in 
implementing these technologies, and to provide 
insights on how to overcome these challenges so that 
companies can harness the full potential of 
technological innovation in their supply chains. 

 
RESEARCH METHOD   

The literature study approach is a method used to 
explore and analyze various relevant literature in order 
to gain a deeper understanding of the topic under 
study. In the context of technological innovation in 
supply chain management, a literature study allows 
researchers to review various previous studies 
regarding the application of new technologies, such as 
the IoT and blockchain in increasing transparency, 
efficiency, and responsiveness. According to Mhlanga 
et al. (2021), this approach can help map key trends and 
findings related to the application of technology in 
supply chains and explore the challenges and solutions 
identified in previous studies. By utilizing existing 
literature, researchers can build a more comprehensive 
picture and identify knowledge gaps that need 
further research. 

The literature study also helped in understanding 
the methodologies used in previous research, as well as 
providing insights into how technologies such as IoT 
and blockchain have been practically applied in the 
supply chain. For example, research by Paliwal et al. 
(2020) showed that IoT can increase visibility in the 
supply chain by enabling real-time monitoring of the 
condition of goods, while blockchain can increase 
security and transparency in transactions that occur 
between related parties. Such researchers provide a 
strong theoretical basis that can be used to further 
analyze and develop an understanding of technology 
applications in supply chain management. 

This literature study approach also allows 
researchers to compare existing findings from different 
sources and identify best practices that can be adopted 
by companies in implementing new technologies in 
supply chain management. According to Li et al. (2020), 
literature analysis helps explore common patterns and 
principles in the implementation of these technologies 
and provides a broader perspective on the impact of 
technology implementation on company performance 
and competitiveness in the global market. With this 
approach, researchers can formulate more informative 
recommendations for companies looking to adopt 
technologies to improve efficiency and responsiveness 
in their supply chains. 
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RESULT AND DISCUSSION 

The rapid development of technology has brought 
great impact to the industrial world, especially in 
supply chain management. In an effort to increase 
efficiency, transparency, and responsiveness, new 
technologies such as the IoT and blockchain are being 
implemented to greatly increase operational 
performance. IoT allows organizations to collect real-
time data through sensors connected to the internet 
network, while blockchain offers a solution in 
decentralized and secure data recording, increasing 
transparency and security in every transaction made in 
the supply chain. The effective use of such data 
underscores the immense potential of big data within 
organizations, which is shaped by key determinants 
and predictors in the workforce (Aisyah, 2023). With 
these two technologies, organizations can monitor and 
track every product or material that moves through 
their entire supply chain. 

The integration of IoT and blockchain in supply 
chain management not only provides benefits in 
terms of transparency and efficiency, but also enables 
companies to respond more quickly to market 
changes and demands. IoT provides in-depth 
visibility into logistics processes and the status of 
goods, while blockchain ensures that any data 
recorded cannot be manipulated, providing a higher 
level of trust to all parties engaged in the supply 
chain. Despite the many benefits offered, the 
application of these two technologies in supply chain 
management is not free from challenges, such as 
system integration issues, implementation costs, and 
security and sustainability concerns. Successful 
navigation of these challenges in a dynamic 
environment requires agile project management 
approaches and principles (Darmawan, 2021). 

By understanding how these technologies function 
in the context of the supply chain, organizations can 
make better decisions when it comes to planning and 
managing their operations. For this reason, it is 
important for companies to identify the right ways to 
integrate IoT and blockchain into their supply chain 
systems to achieve optimal results. As time goes by, 
more and more organizations are realizing that 
technological innovation is not just an option, but an 
important need in maintaining competitiveness in an 
increasingly fierce global market. According to Ahmed 
et al. (2021), IoT usage enables commercial activities 
and allows supply chains to better target their decision-
making processes via this connectivity and easy 
accessibility of information. 

IoT is a network of interconnected devices that can 
communicate with each other via the internet, while 
blockchain is a technology that enables decentralized, 

secure, and transparent data storage. The incorporation 
of these two technologies in supply chain management 
has the potential to increase transparency, efficiency, 
and responsiveness by providing better visibility and 
tracking of goods or information moving along the 
supply chain (Paliwal et al., 2020). According to Queiroz 
and Fosso Wamba (2021), the convergence of blockchain 
and IoT creates new opportunities for improving real-
time traceability, trust, and collaboration among supply 
chain partners, which ultimately enhances operational 
performance and resilience. 

One of the key steps in the integration of IoT and 
blockchain in supply chain management is the 
utilization of IoT sensors to track and monitor the 
condition of goods in real-time. These sensors can be 
placed at various points in the supply chain to collect 
data regarding temperature, location, and shipment 
status. The information collected from these sensors can 
then be stored in a blockchain-based system, which 
ensures that the recorded data cannot be manipulated, 
providing greater transparency for all parties engaged 
(Montecchi et al., 2019). Thus, companies can monitor 
every step in the supply chain in real time, increasing 
responsiveness to emerging issues and promoting 
more accurate data-driven decision-making. 

The integration of blockchain in supply chain 
management not only increases transparency, but also 
increases operational efficiency. Every transaction that 
occurs in the supply chain can be recorded in the 
blockchain, which reduces the need for manual 
verification and enables faster and more secure 
transactions. For example, the verification process 

between suppliers and buyers can be expedited with 
smart contracts that are automatically executed based 
on certain conditions recorded in the blockchain 
(Tapscott & Tapscott, 2017). This reduces the delays that 
often occur in traditional processes and reduces the 
potential for human error. 

The application of IoT technology also helps 
organizations in increasing logistics efficiency by 
providing real-time tracking of goods. By 
leveraging IoT sensors connected to blockchain-
based systems, organizations can track the position 
of goods in the delivery process, monitor their 
status, and identify emerging issues faster. This 
gives companies a competitive advantage in 
responding to changes in market demand more 
efficiently and with less delay, which in turn can 
increase customer satisfaction (Li et al., 2020). 

It is important to note that the merging of these two 
technologies does not always go smoothly. One of the 
biggest challenges in IoT and blockchain 
implementation is the difficulty in integrating various 
existing systems with these new technologies. 



Bayar Gardi, Didit Darmawan: Supply Chain Management Optimization with IoT and Blockchain Technology…  

34 

Organizations must ensure that their information 
technology infrastructure can effectively support IoT 
and blockchain deployments, which often requires 
significant initial investments in hardware, software, 
and employee training (Gartner, 2018). These 
prerequisites highlight the critical need for equitable 
technology access and the development of digital skills 
to bridge gaps in the modern economy (Arifin & 
Darmawan, 2021). But the organizations that 
successfully overcome these challenges can benefit 
greatly from using these technologies to increase 
transparency and efficiency along the supply chain. 

Data security is also a major concern in the use of 
IoT and blockchain technology. While blockchain 
offers a more secure system for data storage, internet-
connected IoT devices are vulnerable to cyber-attacks 
that can damage the integrity of the data collected 
and recorded in the blockchain (Swan, 2015). 
Protecting this data ecosystem is paramount, as 
cybersecurity and personal data protection represent 
urgent challenges requiring global collaboration 
(Gardi & Eddine, 2023). Organizations must develop 
strict security policies and procedures to protect 
sensitive data, as well as ensure that the IoT devices 
used are protected from potential cyber threats. This 
effort is part of the broader media and societal role in 
raising awareness and protection of human rights in 
the digital sphere (Hardyansah et al., 2022). 

Sustainability is also an important challenge in 
integrating new technologies in supply chain 
management, in addition to security. While IoT and 
blockchain can increase efficiency, they can also add 

to the carbon footprint from larger technology 
infrastructure and energy use to run connected 
devices. This necessitates a strategic focus on 
integrating green technology into management for 
both social and environmental sustainability 
(Mardikaningsih & Wardoyo, 2024). Organizations 
need to plan the implementation of new technologies 
with an eye on their environmental impact and 
explore solutions that can minimize energy 
consumption and maximize operational efficiency 
(Bibri & Krogstie, 2017). Ultimately, the goal is to 
build ethical and fair technology through responsible 
development and application frameworks 
(Radjawane & Mardikaningsih, 2022). 

Organizations must also pay attention to the 
engagement of all parties engaged in the supply chain, 
from suppliers to end consumers. IoT and blockchain 
implementations require closer collaboration between 
companies and external parties, including suppliers, 
distributors, and consumers. This can pose challenges 
in terms of coordination and technical standards that 
must be applied across the supply chain, especially if 

different parties use different systems. It is important 
for organizations to establish clear technical standards 
and ensure adequate training for all parties engaged 
(Bocek et al., 2017). The establishment of joint 
governance and integrated communication protocols is 
key to overcoming the complexity of cross-
organizational integration and maximizing the benefits 
of this technology. 

In order to ensure effective technology adoption, 
organizations need to develop a culture of innovation 
that supports the use of IoT and blockchain in supply 
chain management. This requires a commitment 
from the organization's leadership to support 
technology integration, provide the necessary 
resources, and encourage technology adoption by 
the entire team. With a culture that supports 
innovation, organizations can more easily adapt to 
changes and face challenges that arise during 
technology implementation (Dufresne, 2019). 

The integration of new technologies such as IoT 
and blockchain in supply chain management offers 
great potential in increasing transparency, efficiency, 
and responsiveness. While there are challenges related 
to security, cost, and coordination between parties, 
organizations that successfully overcome these 
challenges can leverage these technologies to create 
smarter supply chains that are responsive to evolving 
market needs. Success in integrating these technologies 
will largely depend on an organization's readiness to 
adapt to technological change and to manage the 
various risks associated with their implementation. As 
highlighted by Saberi et al. (2021), the adoption of 

blockchain and IoT in supply chain operations can 
significantly improve visibility and sustainability 
performance, but it requires substantial organizational 
readiness, collaboration, and a supportive digital 
infrastructure to ensure successful implementation. 

Despite the many benefits that these technologies 
bring, organizations must consider the challenges that 
exist, including complex system integration issues, high 
implementation costs, as well as potential threats to 
data security that must be faced. These threats directly 
relate to the critical importance of privacy as a human 
right, demanding a robust analysis of personal data 
protection mechanisms (Issalillah & Hardyansah, 
2024). The successful integration of these technologies 
in supply chain management largely depends on an 
organization's readiness to adapt to the new technology 
and manage the challenges that arise during its 
implementation. A careful approach and careful 
planning are required to ensure that the 
implementation of IoT and blockchain can provide 
maximum added value. 

As a final step, it is important for organizations 
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to build a culture of innovation that supports the 
adoption of new technologies. With the right 
approach, companies can harness the full potential of 
IoT and blockchain to create more transparent, 
efficient, and responsive supply chains, which will 
ultimately increase their competitiveness in the ever-
changing global marketplace. This digital 
transformation extends to various domains, 
including the legal frameworks governing electronic 
contracts made by AI (Maulani et al., 2023), the 
protections for consumers in online loan agreements, 
the empowerment and legal safeguards for online 
community engagements (Negara & Darmawan, 
2023), and the laws and policies regulating 
application-based transportation (Priambodo et al., 
2023). A deep understanding of effective ways to 
integrate these two technologies will be key to 
creating a sustainable competitive advantage in the 
future. Furthermore, the integrity of these digital 
systems rests on robust legal procedures, including 
standards for proving evidence in electronic criminal 
cases (Pakpahan et al., 2022). 

 
CONCLUSION 

As technology continues to evolve, the application of 
IoT and blockchain in supply chain management offers 
significant benefits, such as increased transparency, 
efficiency, and responsiveness in company operations. 
IoT technology enables real-time data collection 
through connected sensors, providing greater visibility 
into the status and condition of goods moving in the 
supply chain. On the other hand, blockchain enables 
secure and decentralized data recording, which ensures 
more transparent and accountable transactions, 
reducing the potential risk of data manipulation and 
human error. Thus, combining these two technologies 
can optimize supply chain management, accelerate 
response to market changes, and increase data 
resilience and security. 

While there are many advantages, challenges 
remain in the implementation of this technology. 
Some of these include issues related to high 
implementation costs, difficulties in system 
integration, and potential threats to data security that 
must be addressed. To maximize the benefits offered 
by IoT and blockchain, organizations need to have a 
well-thought-out plan, as well as a commitment to 
adapting to new technologies. The advice for 
companies is to start with small steps, identify critical 
areas in their supply chain that require these 
technologies, and gradually scale up their 
implementation, while ensuring good risk 
management and training to increase human 
resource readiness. 
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