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ABSTRACT

This literature study examines the legal construction and law enforcement
challenges regarding the crime of hacking e-commerce security systems to steal
customer credit card data. Using a normative juridical method, the analysis focuses
on the evolution of Indonesia's Electronic Information and Transactions Law (ITE
Law), from its inception in Law No. 11 of 2008, amended by Law No. 19 of 2016,
and most recently revised by Law No. 1 of 2024. The study finds that the ITE Law
constructs the crime through offenses of unauthorized access (Article 30) and acts
against data integrity (Article 32), with an increasingly robust approach to personal
data protection. The relationship between the ITE Law as lex specialis and the
Indonesian Criminal Code as lex generalis is integrative; the ITE Law addresses the
digital method of the crime, while the Criminal Code qualifies its object and
consequences under traditional offenses like theft or fraud. However, significant
enforcement challenges persist, primarily related to the volatile and technical nature
of digital evidence, cross-jurisdictional obstacles, limited technical capacity of law
enforcement agencies, and the need for harmonization with newer requlations such
as the Personal Data Protection Law (PDP Law). The study concludes that while
the legal framework is substantively adequate, its effectiveness hinges on overcoming

these practical, procedural, and international cooperation hurdles.

INTRODUCTION

Digital transformation has reshaped the global
economic landscape, with e-commerce becoming
the backbone of modern consumer transactions. E-
commerce platforms serve as intermediaries of
trust that process and store vast amounts of
sensitive user data, including personal and
financial information (Gardi & Darmawan, 2022).
The success of this business model depends
heavily on the platform's ability to guarantee the
confidentiality, integrity, and availability of that
data (Mardikaningsih et al., 2020). In a hyper-
connected digital ecosystem, credit card data
represents a highly liquid and valuable asset
(Sinambela & Darmawan, 2022). The economic
value of this data on the black market fuels
organized cybercrime, which aims to exploit
security gaps for illegal financial gain (Novriano et
al., 2022; Mujisulistyo et al., 2024). Furthermore, in
this era of information openness, social media is
being massively utilized to simultaneously expand
the reach of online business promotions (Infante &

Mardikaningsih, 2022). Wall (2007) identified how
cyberspace creates new opportunities for
traditional crimes while spawning entirely new
modi operandi that often transcend national
jurisdictional boundaries.

Hacking e-commerce company systems to steal
credit card data is a manifestation of cybercrime that
carries a dual impact. On one hand, this act
constitutes a violation of protected computer
systems, which in many jurisdictions is categorized
as a crime against property or electronic systems
(Rahman et al., 2024). On the other hand, the theft of
financial data is a crime against economic assets that
can be directly converted into financial losses for
cardholders, banking institutions, and the e-
commerce company itself (Firmanto et al., 2024).
According to Graham (2008), although not
addressing legal aspects specifically, the motivations
of hackers vary widely, ranging from intellectual
challenges to pure economic profit. In cases of credit
card data theft, economic motive is almost always the
primary driver, placing this act in the category of
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cyber-enabled financial crime (Suwiknyo, 2021).

In Indonesia, the rapid development of the
digital economy has not been fully matched by a
specific and comprehensive criminal legal
framework regarding cybercrime in the early 2000s.
The primary regulation used as a reference was the
Criminal Code, which was not designed to handle
the complexity of the digital realm. The need for
specialized law led to the birth of Law Number 11
of 2008 concerning Electronic Information and
Transactions (ITE Law). This law was a
fundamental step as it recognized electronic
documents as valid evidence and regulated criminal
acts related to illegal access, illegal interception,
interference with data, and misuse of devices (Putri
& Miru, 2020). Articles 30, 31, and 32 of the ITE Law
specifically criminalize actions that attack the
availability, integrity, and confidentiality of
electronic systems and data, providing the legal
basis for prosecuting hacking activities.

However, stealing credit card data through
hacking e-commerce companies raises complex legal
questions. This act often involves a series of actions
that can be qualified under several articles
simultaneously, both in the ITE Law and the Criminal
Code, such as theft (Article 362 Criminal Code),
embezzlement (Article 372 Criminal Code), or fraud
(Article 378 Criminal Code). The fundamental
question is how criminal law construction frames the
material act of hacking a system with the intent to
steal intangible financial asset data. Is the legal object
the electronic system, the electronic data, or the
economic value of that data? Brenner (2007) argued
that law often lags behind technology, creating a gap
between actual occurrences and the legal ability to
adequately define and reach those acts.

Therefore, this literature study focuses on the
analysis of criminal law construction regarding the
breach of security systems (hacking) of e-commerce
companies with the specific intent to steal customer
credit card data. This research seeks to trace how
Indonesian legislation, especially the ITE Law and its
amendments, defines and prosecutes this complex
series of actions. The study will also examine how
elements of criminal acts such as intent (mens rea),
material action (actus reus), and the resulting
damages are shaped within the existing legal
framework. A thorough understanding of this legal
construction is important to evaluate the
effectiveness and shortcomings of current
regulations, as well as to provide a foundation for
developing more targeted policies and law
enforcement in facing cybercrime threats in the
digital economy sector.
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Legal construction regarding hacking to steal
credit card data faces problems due to the intangible
and cross-border nature of the data itself. Credit card
data, despite having very high economic value, is not
a physical object or good as intended in the provisions
of conventional theft in the Criminal Code. Article 362
Criminal Code requires the taking of "goods"
belonging to another. Courts and legal experts are
then faced with the issue of whether digital data can
be equated to those "goods." Although the ITE Law
recognizes electronic information as valid evidence, it
does not explicitly construct data theft as the act of
taking "goods." The absence of a firm definition creates
legal ambiguity and the potential for divergent
interpretations that can affect the prosecution and
sentencing process. Brenner (2007) noted that the
greatest challenge in cyber law is applying traditional
legal concepts built for the physical world into an
abstract and fluid digital reality, often resulting in
conceptual incompatibility.

The second problem lies in the technical
complexity of the crime's modus operandi, which
hinders the proof of causal relationships and
perpetrator fault. Hacking into secure e-commerce
systems is rarely a single, simple event (Ulandari &
Salsabila, 2022). Perpetrators may use a series of
techniques such as SQL injection, exploitation of
zero-day vulnerabilities, phishing attacks against
employees, or the installation of malware to create
backdoors. Each stage in this attack can be carried out
from different jurisdictions, using proxy servers, and
with masked identities. To convincingly prove the
mens rea and actus reus of the principal perpetrator in
court, law enforcement officials require high-level
technical digital forensic expertise and access to
electronic evidence that may be stored abroad.
Therefore, increasing human resource capabilities in
data analysis mastery is a key factor for legal
decision-making accuracy (Khairi & Darmawan,
2022). Wall (2007) highlighted that the global
character of cybercrime often clashes with the highly
territorial nature of criminal law, posing significant
obstacles in investigations and prosecutions.

Third, there is a gap in regulations governing the
responsibility and security obligations of electronic
system providers, in this case, e-commerce
companies. While the ITE Law prosecutes hackers,
the question regarding security standards that
companies must fulfill to protect customer data has
not been regulated comprehensively and specifically
in the early development of the ITE Law (Sulistiono
et al, 2024). The absence of clear provisions
regarding duty of care or the obligation to implement
adequate security measures (security by design) can
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implicate the difficulty in assessing whether a
company’s negligence in securing its system
contributed to the success of an attack. This touches
upon aspects of corporate criminal liability and the
division of responsibility between the perpetrator of
the crime and the entity that is the target. The
reconstruction of robust legal mechanisms is
absolutely necessary to guarantee the restoration of
consumer rights in the event of personal data leaks
(Mujisulistyo et al., 2024). Analysis of this regulatory
gap is necessary to understand the extent to which
criminal law can drive an increase in cybersecurity
standards on the service provider side.

The exponential growth of e-commerce
transactions in Indonesia, accelerated by digital
technology adoption and post-pandemic consumer
behavior changes, has made this sector a critical
infrastructure for the national economy. To
maintain this ecosystem, ensuring the effectiveness
of consumer protection in every electronic
transaction is a fundamental legal instrument (Irfan
& Negara, 2023). Any disruption to security and
trust in the e-commerce ecosystem not only harms
business players and individual consumers but
potentially disrupts the stability of the financial
sector and lowers public trust in the digital
economy as a whole. Direct financial losses from
credit card data theft can be followed by indirect
costs such as reputation recovery, legal damages,
and increased cyber insurance premiums.
Furthermore, this aspect of legal protection must
also be expanded to various other digital economic
instruments such as online-based lending services
and digital arisan (community savings) activities
(Faridi et al., 2023; Negara & Darmawan, 2023).
Therefore, a proper understanding of criminal law
construction to prosecute perpetrators is a
prerequisite for effective law enforcement, which in
turn serves as a deterrent for potential criminals and
affirms the state's commitment to protecting digital
economic activities.

The highly dynamic development of cybercrime
technology also demands constant evaluation of the
adequacy of existing regulations. The methods and
tools used to hack e-commerce systems five or ten
years ago may be very different from those used
today. Criminal law regulations must be sufficiently
flexible and futuristic to reach new modi operandi
without needing regular revisions. Examining the
legal construction in the ITE Law and its relation to
the Criminal Code is important to test its reach
against the variations of cybercrime techniques that
continue to evolve. In addition to cybercrime
aspects, the optimization of the manufacturing
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industry  supply chain  through  digital
transformation as well as the structuring of value-
added tax regulations on digital economic

transactions also require aligned legal adjustments
(Putra & Arifin, 2021, Nurhadi et al., 2023). Such
studies can identify whether the formulation of
offenses in the law is technology-neutral and focuses
on the essence of unlawful acts, so that it remains
relevant even as technology changes.

At the international level, pressure for the
harmonization of cyber law and cross-border law
enforcement cooperation is increasingly emerging.
Indonesia is involved in various regional and global
forums and initiatives related to cybersecurity. The
urgency of global collaboration is a necessity to
create resilient personal data protection in the digital
age (Gardi & Eddine, 2023). Having a domestic
criminal legal framework that is clear, strong, and
aligned with international principles will facilitate
mutual legal assistance, extradition, and the exchange
of electronic evidence with other countries. This
holistic legal construction also includes the
dynamism of anti-money laundering regulations in
tech company governance as well as law
enforcement against trademark counterfeiting
crimes (Fiana et al., 2024; Isnaeni et al., 2023).
Without a solid and recognized legal construction,
legal processes against transnational cybercriminals
will be hindered. Thus, this academic review is not
only valuable for the development of criminal law
science in Indonesia but also for strengthening
Indonesia's position in global cybersecurity
governance and protecting its digital sovereignty.

The objective of this research is to critically analyze
the criminal law construction regarding the breach of e-
commerce company security systems for the purpose of
stealing customer credit card data. Specifically, the
research seeks to delineate and evaluate how the ITE
Law (Electronic Information and Transactions Law)
defines and covers acts of hacking and electronic data
theft, to analyze the complementary or overlapping
relationship between offenses in the ITE Law and
traditional offenses in the Criminal Code (such as theft,
fraud, and embezzlement) in responding to these
crimes, and to identify and discuss the substantive and
procedural challenges in proof and law enforcement,
particularly concerning technical aspects of digital
forensics, cross-jurisdictional issues, and international
cooperation. The theoretical contribution of this
research is expected to enrich the discourse on cyber
criminal law in Indonesia, particularly regarding the
construction of offenses and the integration of legal
systems. Practically, the results of this study can
provide input for legislators, law enforcement officials
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(police, prosecutors, judges), and practitioners in the
fields of information technology and cybersecurity in
understanding the prevailing legal framework and the
aspects that need to be strengthened for more effective
law enforcement.

RESEARCH METHOD

This research is designed as a qualitative legal literature
study employing a normative approach. Normative
research in legal science focuses on discovering and
analyzing legal principles, positive norms, and the
prevailing legal system to address specific legal
problems (Soekanto & Mamudii, 2001). The qualitative
approach was chosen because the characteristics of the
problem require an interpretative understanding of
legal texts, court decisions, and academic discourse,
rather than statistical measurement. This research is
descriptive-analytical in  nature, aiming to
systematically describe the criminal law construction
regarding hacking and credit card data theft, and
subsequently analyze the relationships, gaps, and
implications of such construction in a deep and
comprehensive manner.

The data used consists entirely of secondary data,
grouped into three main categories according to their
hierarchy. The first category is primary legal material,
encompassing legislation such as the Criminal Code,
Law Number 11 of 2008 concerning Electronic
Information and Transactions (ITE Law) and its
amendments, as well as other relevant implementing
regulations. The second category is secondary legal
material, consisting of criminal law and cyber law
textbooks, national and international scientific journal
articles, legal scholars' commentaries, and legal
dictionaries that provide explanations for the primary
materials. The third category is tertiary legal material,
in the form of indices, bibliographies, and online legal
sites that facilitate the search for and tracing of the
previous two categories of material.

The analysis technique applied is qualitative
content analysis and juridical-normative analysis.
Content analysis is used to systematically examine
written materials such as legislative texts, court
decisions, and academic literature by identifying key
concepts, argumentation patterns, and developments
in thought (Krippendorff, 2004). The process involves
gathering materials, coding text based on the themes
of the research questions, presenting data narratively,
and drawing analytical conclusions. Juridical-
normative analysis is conducted by applying methods
of legal interpretation, such as grammatical
(linguistic), systematic (in relation to other articles),
teleological (according to the purpose of the law), and
comparative interpretations regarding existing
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decisions. This technique allows the researcher to
construct the meaning of applicable norms and
evaluate their conformity with the complex and
dynamic reality of cybercrime.

RESULT AND DISCUSSION

Criminal Law Construction of Hacking and Data
Theft in the ITE Law

The criminal law construction for the act of
breaching an e-commerce company’s security
system to steal credit card data was built
incrementally through the evolution of the
Electronic Information and Transactions Law. The
original ITE Law, Law Number 11 of 2008, served as
the initial foundation by recognizing the existence
and legal force of electronic information and
transactions. The ITE Law constitutes a legal
framework governing electronic transactions,
personal data protection, electronic transaction
security, as well as copyright and intellectual
property in the digital world (Ramadhani, 2023). In
line with these developments, the acceleration of
digitalization also reaches various small and
medium industrial sectors, which demands the
strengthening of innovation orientation and
internet-based marketing strategies to optimize
business performance (Darmawan et al., 2023). In
relation to cybercrime, this law introduced specific
offenses previously non-existent in the Criminal
Code. Article 30 paragraph (1) of the 2008 ITE Law
regulates unauthorized access, stating that any
person who intentionally and without rights or
unlawfully accesses a computer and/or electronic
system belonging to another is subject to criminal
penalties. This formulation became the main pillar
for prosecuting the initial stage of hacking: the act
of entering or accessing an e-commerce company’s
computer system without permission. However,
this initial formulation remained general and
focused on the access itself, without explicitly
linking such access to the specific intent of data
theft. The initial ITE Law formulation prosecuted
illegal access, although it did not explicitly address
data theft.

Article 32 of the 2008 ITE Law provides a
construction more relevant to actions occurring
after access is obtained. This article criminalizes the
act of intentionally and without rights or unlawfully
changing, removing, damaging, or transferring
electronic information and/or electronic
documents. In the context of credit card data theft,
the act of downloading or copying data from an e-
commerce company's database can be qualified as
the "transfer of electronic information" in an
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unlawful manner. Although the original data may
not disappear from the server, the act of taking or
duplicating it without permission has violated the
confidentiality and ownership of the data. The legal
construction at this stage began to reach the essence
of the crime, namely the acquisition of digital assets
with economic value. However, the approach of the
2008 ITE Law still appeared to separate illegal
access (Article 30) from actions against data (Article
32), even though in practice, these two acts
constitute a single continuous sequence. Article 32
prosecutes data transfer, complementing the illegal
access offense.

The 2016 ITE Law revision expands the scope of
cybercrime offenses. The first amendment through
Law Number 19 of 2016 brought significant
improvements, although it did not radically change
the basic construction. This revision focused more
on adjusting sanctions and clarifying several
provisions. However, in the framework of
prosecuting data theft, the change to Article 32
became important. The 2016 ITE Law clarified the
scope of criminal acts by mentioning "changing,
adding, reducing, erasing, damaging, moving,
hiding" electronic information. The addition of the
word "hiding" expanded the interpretation of the
perpetrator's actions who might attempt to cover
the tracks of their data theft. This revision
demonstrated legislative awareness regarding the
complexity of techniques used by cybercriminals.
On the other hand, the dynamics of business
management in the digital space also trigger various
new legal challenges, including the risk of breach of
contract in commercial marketplace-based digital
business space leases (Anggoro et al., 2024).
Nevertheless, the legal construction still did not
fully unify illegal access with the economic
objectives of that access. The law still regarded them
as two separate acts, each of which could be
prosecuted. This revision affirmed the complexity
of the perpetrator's techniques, although the
offenses remained separate.

The 2024 ITE Law presents substantive reforms
to address modern cybercrime. The most
substantive reform occurred with the enactment of
Law Number 1 of 2024 concerning the Second
Amendment to the ITE Law. This law provides a
more comprehensive and robust legal framework
to respond to contemporary cybercrime dynamics,
including structured financial data theft. First, the
2024 ITE Law strengthens and clarifies the
"without rights" element in illegal access. More
detailed explanations regarding what is meant by
unauthorized access, including attempts to bypass
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authentication security mechanisms, provide
clearer guidance for law enforcement and judges.
Second, and most crucially, is the strengthening of
personal data protection embodied in more
integrated provisions. This strengthening step is
crucial considering that the effectiveness of
personal data protection in the financial
technology sector and the supervision of
compliance on various online platforms still
require high attention (Aziz et al., 2023; Baraja et
al., 2023). Although the Personal Data Protection
Law stands alone, the 2024 ITE Law functions as
lex specialis that regulates its criminal aspects
specifically within the realm of electronic systems.
The 2024 ITE Law clarifies illegal access and
strengthens personal data protection.

The 2024 ITE Law unites illegal access and data
theft offenses into an integrated construction. The
legal construction in the 2024 ITE Law to reach
credit card data theft via hacking can be analyzed
through a more integrated approach. No longer
merely viewing illegal access and data transfer as
two separate offenses, law enforcement can build a
construction that connects both as a complete
scheme of crime. Unauthorized access (Article 30) is
the method or path to achieve the goal, while the
transfer of credit card data (as part of protected
electronic information) is the goal as well as the
consequence of that access, which is regulated in
Article 32. Its legal qualification becomes sharper
because credit card data can be specifically
categorized as personal data that is confidential and
sensitive, so violations against it receive greater
attention and stricter penalty threats. The urgency
of this data protection is not only crucial for
consumers but also for internal companies
regarding employee data protection, which is now
beginning to be directed toward the utilization of
blockchain-based technology (da Costa et al., 2023).
This integrated construction affirms credit card data
theft as a serious cybercrime.

The 2024 ITE Law closes loopholes by
regulating the misuse of stolen data. Furthermore,
the 2024 ITE Law includes more explicit provisions
regarding the misuse of access or data obtained
illegally. This is important in credit card data theft
cases, because such data rarely ends up in the
hands of the first hacker; data is usually traded or
used to commit further fraud. Misuse of data in
electronic transactions is also vulnerable to
causing layered losses for consumers (Amin et al.,
2023; Anugroh et al., 2023). Provisions regarding
the misuse of electronic information obtained
unlawfully, including for self-enrichment or
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unlawfully benefiting others, close loopholes that
might be exploited by perpetrators who argue
that they only accessed and took the data, not
used it. This construction ensures the chain of
crime, from hacking to the utilization of stolen
data, can be prosecuted more thoroughly. This
provision ensures the entire chain of cybercrime
can be penalized.

The 2024 ITE Law strengthens the legitimacy of
electronic evidence in cyber cases. This criminal
law construction is also reinforced by the
increasingly mature recognition of electronic
evidence. Article 5 of the 2024 ITE Law reaffirms
and strengthens the position of electronic
information as valid evidence in accordance with
applicable procedural law. In the practice of law
enforcement against hacking, this means server
logs, network logs, digital forensic examination
results on hardware and software, as well as
electronic transaction metadata can be used as
strong evidence in court. The ability to prove the
causal link between illegal access from a specific IP
address and data downloading activity from a
specific database is key in building a solid
indictment. All these digital evidentiary
instruments ultimately lead to the strengthening of
management optimization for the accuracy of
managerial decision-making and the formulation
of accountable business strategies (Journal of
Social Science Studies, 2023). The validity of
electronic evidence eliminates legal doubts that
might have arisen in the early era of ITE Law
implementation. The recognition of electronic
evidence ensures that hacking indictments can be
constructed robustly.

The 2024 ITE Law affirms corporate criminal
liability in cybercrime. The aspect of corporate
criminal liability also receives affirmation in the
revised ITE Law framework. If hacking against an
e-commerce company is carried out by or involves
a corporation, for example as part of industrial
espionage or unhealthy business competition, then
that corporation can be held criminally liable.
Cybercrime developments give birth to new facts
that corporations can be perpetrators of criminal
acts, therefore criminal liability  against
corporations needs to be enforced (Rahayu &
Lukitasari, 2021). Aside from the purely cyber
realm, this expansion of corporate legal
responsibility is also in line with the strict anti-
money laundering regulations applied in the
governance of financial technology companies
today (Fiana et al., 2024). This construction is in line
with the development of modern criminal law
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which recognizes that organized crime, including
large-scale cybercrime, often involves corporate
structures. Regulations regarding corporate liability
allow law enforcement to reach not only individual
technical perpetrators (hackers), but also parties
providing orders, funding, or facilities to perform
such hacking. This regulation expands the reach of
the law to the corporate level.

The 2024 ITE Law revision marks a shift in
legal protection focus from systems to data. From
a philosophical legal perspective, the construction
in the ITE Law, especially after the 2024 revision,
shows a shift from protection focused on systems
(system-centric) toward protection that also
focuses on data and its impacts (data-impact-
centric). The law no longer solely protects
electronic  system integrity = from  access
interference, but explicitly protects the substantive
interests behind those systems, namely the
personal and financial data of citizens along with
the economic and social consequences of their
theft. The urgency of this enforcement is in line
with the increasing demand for global-scale
collaboration to create cybersecurity and resilient
personal data protection in the digital age (Gardi
& Eddine, 2023). This shift is highly relevant to
credit card data theft cases, where the main loss
does not lie in the damage to the e-commerce
system, but in the misuse of stolen data for
consumer financial loss and disturbances to the
digital trust ecosystem. This shift affirms the
orientation of the law toward data protection and
its socio-economic impacts.

The 2024 ITE Law establishes a comprehensive
criminal construction against data theft. Overall,
the criminal law framework within the ITE Law,
which reached its most current form in Law
Number 1 of 2024, has formed a sufficiently
comprehensive structure to reach and qualify the
criminal act of breaching e-commerce systems to
steal credit card data. This framework is built upon
the foundational element of unauthorized access,
expanded to include actions against the integrity
and confidentiality of electronic data,
strengthened by specific protections for sensitive
personal data, and supported by the recognition of
electronic evidence and corporate liability. This
construction enables law enforcement to not only
prosecute individual perpetrators but also to
unravel the entire chain of organized cybercrime,
providing a robust legal basis for protecting digital
assets in the modern economy. This construction
ensures that the protection of digital assets and
public trust remain upheld.
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The Integration of Offences under the ITE Act and
the Criminal Code within the Framework of
Cybercrime

The relationship between the Electronic
Information and Transactions Law (ITE Law) and
the Criminal Code in prosecuting hacking and
credit card data theft is not substitutive, but
integrative and layered. The legal principle of lex
specialis derogat legi generali serves as the primary
framework. In this regard, the ITE Law acts as
special law (lex specialis) that specifically regulates
criminal acts related to electronic systems and

information. Meanwhile, the Criminal Code
functions as general law (lex generalis) that
regulates conventional criminal acts. This
integrative  construction aligns with the

development of technology-based legal violation
patterns that demand continuous renewal in
aspects of legal liability and cyber evidence
procedures (Sutanto et al., 2023). For acts with a
digital dimension, these two legal frameworks
complement each other and can be applied
cumulatively or alternatively, depending on which
aspect of the act the public prosecutor wishes to
emphasize. This integration allows for a charge
construction that reflects the entire scheme of the
crime, from the method of the act to the resulting
consequences. Integration of lex specialis and lex
generalis strengthens cybercrime charges.

Substantively, the ITE Law defines and
criminalizes attacks on the system itself. Article 30 of
the ITE Law in all its versions (2008, 2016, 2024)
regulates unauthorized access to electronic systems,
which serves as the foundation for prosecuting the
initial act of a hacker breaching an e-commerce
company's security. Article 32 regulates acts against
electronic data, such as data transfer or destruction,
which are relevant to the stage of acquiring credit
card data from a database. This condition affirms the
need for balanced digital regulation adaptation to
keep pace with the dynamics of social interaction in
a virtual society, ensuring that every illegal act in
online communication remains reachable by law
(Darmawan, 2021). These provisions fill the legal
void in the Criminal Code, which does not regulate
illegal access to computer systems or digital data
transfer at all. Without the ITE Law, the act of
breaching a system and downloading data might be
difficult to qualify as a standalone criminal act under
the Criminal Code, as the object is not a physical item
that can be taken. The ITE Law makes hacking and
digital data theft clearly punishable.

On the other hand, the Criminal Code provides a
legal construction to assess successfully stolen credit
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card data as an object of crime with economic value.
This is where integration becomes important. After
the ITE Law prosecutes the "how" of the data
acquisition (through illegal access and transfer), the
Criminal Code enters to prosecute "what" is done
with that data and the value of the object taken.
Credit card data, although digital, contains very real
financial value because it can be used to make
purchases or withdraw funds. Therefore, the act of
taking this data can be analogous to or subsumed
into the theft offense under Article 362 of the
Criminal Code. The conceptualization of these
intangible assets is increasingly crucial to ensuring
big data management optimization in supporting
accurate managerial decision-making and business
strategy in the digital economy era (Ali &
Darmawan, 2023). The legal argument is that theft is
no longer limited to taking tangible items, but
includes taking everything containing economic
value, including electronic data that serves as an
instrument for obtaining wealth. This integration
confirms digital data as an object of theft with
economic value.

This integrative approach is further
strengthened by the presence of fraud offenses in
the Criminal Code, specifically Article 378. Crime
schemes often do not stop at mere data theft. Stolen
credit card data is usually used to conduct
fictitious transactions or fund withdrawals
without the cardholder's consent. This stage of
utilizing stolen data for financial gain is what can
be directly qualified as fraud. The ITE Law,
through provisions such as Article 35 regarding
misleading electronic information, can also reach
this aspect of fraud, but its construction in the
Criminal Code is more mature and has a long-
standing jurisprudence. Additionally, data misuse
in commercial transactions often intersects with
issues of fulfilling the principles of justice,
promotion, and service quality to maintain trust
from the public as financial service users
(Mardikaningsih & Hastriana, 2024). Thus, the
sequence of acts can be unraveled: the ITE Law
prosecutes unlawful data acquisition, while the
Criminal Code (Article 378) prosecutes the use of
that data to deceive other parties (merchants,
banks) for gain. This integration ensures the
entire sequence of cybercrime can be prosecuted
in its entirety.

The integration of these two regulations is
also very clear in terms of proof and evidence. The
Criminal Code, as an older material criminal
procedure law, does not specifically regulate
electronic evidence. The ITE Law exists to fill this
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crucial procedural void. Article 5 of the ITE Law,
which remains maintained and reinforced in
every revision, establishes that electronic
information and/or electronic documents and
their printouts are valid legal evidence. In
presenting electronic evidence as valid and
standalone evidence, it must be ensured that the
recording or data runs in accordance with
applicable provisions (Hasnawati & Safrin, 2023).
These provisions act as an enabler for the use of
digital evidence in judicial processes based on the
Criminal Code. Without recognition from the ITE
Law, server logs recording hacking activity, IP
address traces, or digital forensic files might be
rejected or have their validity debated in court.
The validity of digital proof also becomes a vital
instrument in guaranteeing legal certainty and
digital literacy for modern society, especially
among the younger generation who are highly
active in consuming digital content (Kurniawan et
al., 2021). Thus, the ITE Law modernizes and
expands the evidence that can be used to prove
criminal acts regulated both in the ITE Law itself
and in the Criminal Code. Recognition of digital
proof strengthens indictment construction in
cyber cases.

Online fraud criminal acts via cyberspace have
fulfilled the elements of sentencing (Rahman et al.,
2023). In the realm of criminal liability and
sanctions, integration creates flexibility in
prosecution strategies that can be adjusted to the
severity of the consequences and the modus operandi.
A hacker who "only" accesses a system and takes
data without directly utilizing it can be prosecuted
based on Article 30 and/or 32 of the ITE Law.
However, if that perpetrator also sells the data on
the black market or uses it to transact, then the
charge can be aggravated by adding Article 362 of
the Criminal Code (theft) or Article 378 of the
Criminal Code (fraud). This phenomenon of
utilizing digital technology also reflects the
dynamics of self-identity formation and individual
social perception through massive interaction on
various social media platforms today (Darmawan &
de Jesus Isaac, 2022). The criminal threats can also
be accumulated or the heaviest one selected. This
cumulative approach allows the judiciary to
provide a sentence that is more proportional to the
total loss incurred, which includes system damage,
privacy violations, and the victim's financial loss. A
cumulative approach ensures sanctions are
commensurate with the total loss.

As technology advances, crime also continues to
develop, requiring law enforcement to possess more
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effective ways to handle complex cybercrime
(Widijowati, 2022). The revision of the ITE Law
through Law Number 1 of 2024 further tightens this
integration by introducing norms that are more
aligned with the concept of property crimes in the
Criminal Code. Regulatory alignment is crucial
considering that digital proficiency and adequate
access to technology are the main pillars in bridging
the opportunity gap in the modern industrial era
(Arifin & Darmawan, 2021). With the increasing
recognition of the economic value of personal data,
legal construction has begun to view data not just as
information, but as an asset. This perspective brings
certain offenses in the ITE Law closer to the spirit of
offenses in the Criminal Code. For instance, illegal
data transfer is no longer seen solely as a violation
of system confidentiality, but also as an acquisition
of a valuable asset. This development makes it
easier for law enforcement and judges to perform
legal interpretations that directly link an act in the
ITE Law to a specific offense in the Criminal Code,
as there is a meeting point regarding the protected
legal object: ownership and economic value. This
integration confirms personal data as a valuable
asset protected by law.

In law enforcement practice, this integration
has been acknowledged by public prosecutors and
the courts. Police and prosecutors, when preparing
case files, often use layered articles (based on the
ITE Law and the Criminal Code) to anticipate the
possibility of one article not being proven or to
describe the entire scope of the crime. The complex
modus operandi of cybercrime even demands law
enforcement vigilance equal to handling
disinformation in the digital democratic space to
comprehensively protect the rights of the public
(Rojak, 2023). Judges, in their legal considerations,
also frequently refer to both legal frameworks.
They might use the ITE Law to prove the material
element of hacking and taking data, then use the
Criminal Code to assess the magnitude of the
material and moral losses incurred, as well as to
determine the severity of the sentence. Such
jurisprudence demonstrates that integration is not
just a theory, but has become standard practice in
handling complex cybercrime cases. This layered
integration = has now  become  standard
jurisprudence in cyber cases.

The existence of Law Number 27 of 2022
concerning Personal Data Protection (PDP Law)
adds another dimension to this legal integration.
The PDP Law specifically regulates the obligations
of data controllers and the rights of data subjects,
including administrative and criminal sanctions
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for serious violations. In hacking cases, the PDP
Law can be used to assess the negligence of e-
commerce companies in protecting customer data
(administrative and civil law aspects), while the
ITE Law and the Criminal Code focus on criminal
acts committed by hackers. The urgency of
dividing these responsibility clusters aligns with
the need for a robust legal mechanism
reconstruction to guarantee the restoration of
consumer rights due to personal data leaks in the
financial technology sector (Mujisulistyo et al.,
2024). However, the criminal provisions in the PDP
Law can also be integrated, as credit card data theft
is clearly an unlawful acquisition of personal data.
This creates a triad of legal integration: the ITE
Law for system and access aspects, the Criminal
Code for theft and asset fraud aspects, and the PDP
Law for privacy and specific personal data
violation aspects. The triad of ITE Law, Criminal
Code, and PDP Law strengthens legal protection
over personal data.

Philosophically, the integration of the ITE Law
and the Criminal Code reflects the ability of the law
to adapt without abandoning existing foundations.
The Criminal Code as a 19th-century legal product
remains relevant because the basic principles of
justice it regulates, such as the prohibition of taking
other people's rights and fraud, are universal and
apply across eras. The ITE Law functions as an
adapter and translator that makes these universal
principles applicable in the new digital reality. This
adaptation includes the alignment of various new
sectoral rules, such as digital credit regulation in
business law and the arrangement of consumer
protection instruments in community online
rotating savings and credit associations (Negara &
Darmawan, 2023; Yuristiawan et al, 2024).
Successful integration is marked by the absence of
contradiction between the two regulations, but
rather a relationship of complementing and
strengthening one another. The resulting legal
construction = becomes  more robust and
comprehensive, capable of reaching all stages of a
modern cybercrime, from technical hacking in
cyberspace to very real financial losses in the
physical world. This integration makes the law
more resilient in facing modern cybercrime.

The proof challenge in hacking criminal acts to
steal credit card data arises primarily from the
nature of the evidence itself, which is volatile,
technical, and easily manipulated. The Electronic
Information and Transactions Law (ITE Law),
although revised until 2024, provides principled
recognition of electronic evidence in Article 5.
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However, this normative recognition has not
necessarily been followed by technical capacity
and standard operating procedures across all
stages of the legal process. Key evidence such as
server access logs, firewall records, memory
dumps, or malware traces are data that are very
easily altered, deleted, or damaged due to a lack of
understanding in initial handling. This empirical
reality proves the existence of highly specific
digital technology-based legal violation patterns,
making the handling of legal obligations and the
accuracy of cyber proof crucial (Sutanto et al.,
2023). Strict digital evidence handling procedures,
from chain of custody to forensic imaging methods,
are often not understood evenly by investigators at
the sectoral police level. Consequently, evidence
submitted to court is vulnerable to being rejected
because it is considered not to meet integrity and
authenticity standards, thus collapsing the entire
indictment construction built on that evidence.
Without  strict forensic standards, cyber
indictments easily collapse in court.

The next challenge stems from the technical
complexity of attacks, which complicates proving
the causal link between the perpetrator, the action,
and the loss. Modern hacking is rarely a direct
attack from point A to point B. Perpetrators can use
botnet networks, proxy servers in various countries,
or lateral movement techniques within the victim's
breached network. The ITE Law, specifically Article
30 on unauthorized access, requires proof that such
access indeed originated from the prosecuted
perpetrator. This complexity of the digital chain
also demands the meticulousness of authorities in
mapping public information circulation to suppress
the rate of disinformation that has the potential to
harm the digital democratic climate (Rojak, 2023).
Tracing digital footprints that have passed through
several layers of disguise requires skills in tracing
analysis and cooperation with internet service
providers in various jurisdictions a slow, expensive
process often stalled by the absence of an effective
Mutual Legal Assistance Treaty (MLAT) with the
country where the intermediate server is located.
Without the ability to prove this access path, the
"performing access" element in the indictment
becomes weak. Without clear causal evidence,
hacking indictments are easily broken.

The jurisdictional aspect poses the most thorny
law enforcement challenge. The cross-border nature
of cybercrime inherently conflicts with the principle
of territoriality in Indonesian criminal law. Article 2
paragraph (1) of the ITE Law indeed states the
applicability of Indonesian law to every act that has
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consequences in Indonesia, which can serve as a
jurisdictional basis. However, executing this
jurisdiction practically is a different matter. Arrests,
seizure of digital assets on foreign servers, or
compelling testimony from foreign service
providers are almost impossible to carry out
without solid international cooperation. Moreover,
cases of transnational privacy violations on social
media are proven to erode interpersonal trust
between younger generations widely if left without
sanctions (Negara et al., 2022). Indonesia is not a
party to the Budapest Convention on Cybercrime,
which is the main multilateral agreement
facilitating such cooperation. Existing cooperation
is still ad hoc and bilateral, with processes that are
highly bureaucratic and unsuited to the speed
required in cybercrime investigations where
evidence can vanish within hours. Without effective
international cooperation, cyber jurisdiction is
difficult to enforce.

Another relevant regulation, Law Number 27 of
2022 concerning Personal Data Protection (PDP
Law), may actually create a procedural dilemma in
investigation. On one hand, the PDP Law requires
e-commerce companies as data controllers to
protect customer data and report data breaches. On
the other hand, the investigation process by
authorities against victim companies to collect
digital evidence may intersect with provisions
within the PDP Law itself. Investigators requesting
full access to logs and databases for forensic
analysis must contend with the company's
obligation to maintain the confidentiality of other
customers' data. This compliance conflict requires
high managerial caution to remain aligned with the
ethical principles of financial management and
investment risk mitigation in the corporate
ecosystem (Putra & Arifin, 2023). The lack of clear
protocols or implementing regulations governing
the procedure for requesting data for criminal
investigation purposes based on the ITE Law within
the PDP Law framework has the potential to cause
compliance conflicts and slow down evidence
collection. Without clear protocols, the PDP Law
potentially slows down cyber investigation.

The proof challenge also concerns the difficulty
in quantifying and proving losses legally. Stolen
credit card data has a dual value: intrinsic value as
confidential data, and extrinsic value as a tool to
commit financial fraud. Proving material loss in a
theft indictment (Criminal Code Article 362) or
fraud (Criminal Code Article 378) requires
converting the stolen data into a rupiah value
acceptable to the court. This asset valuation
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dilemma is a major challenge, akin to measuring the
level of satisfaction and perception of the ease of use
of digital payment instruments in the current
financial market (Kemarauwana & Darmawan,
2020). Is the value based on the selling price of data
in dark web forums, based on credit card limits, or
based on the actual loss suffered by the cardholder?
Non-uniformity in assessing these losses can cause
very wide variations in sentencing and difficulties
in building a solid indictment regarding the
magnitude of state or other parties' losses. Without
a loss valuation standard, cyber indictments risk
losing legal certainty.

The capacity of human resources in law
enforcement agencies remains a fundamental
structural obstacle. Although there are special
units such as the Cyber Crime Directorate of the
Criminal Investigation Agency of the Indonesian
National Police or the Financial Transaction
Reports and Analysis Center (PPATK), the number
and expertise of investigators mastering advanced
digital forensics, malware analysis, and network
investigation remain limited compared to the
volume and complexity of crimes occurring.
Investment risk mitigation efforts in cyber assets
on inclusive financial platforms, such as peer-to-
peer lending, are also often constrained by the
limited early detection capacity of law
enforcement (Sahid et al., 2023). Existing training
is often unable to keep pace with the speed of
hacking technique evolution. This limitation
results in a heavy reliance on third parties, such as
private cybersecurity firms or independent
experts, whose costs are high and whose report
status in the hierarchy of evidence is sometimes
still questioned in court. Without strengthening
internal human resources, cyber law enforcement
will continue to rely on external parties.

The speed of technological change is indeed
accommodated by the technology-neutral nature
of the ITE Law formulation. However, this
technology neutrality is a double-edged sword.
On one hand, it keeps the law from becoming
quickly obsolete. On the other, it demands a very
broad and bold interpretation from judges. New
hacking techniques such as supply chain
exploitation, fileless malware, or the misuse of
artificial intelligence for social engineering must
be able to be subsumed into existing ITE Law
articles. The need for adaptive law is similar to
the urgency of strengthening fair competition
principles implemented by the KPPU to realize
economic justice in the digital era (Wibowo et al.,
2023). The ability of judges to understand the
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essence of these new techniques and link them to
legal elements such as "unauthorized access" or
"data transfer" is very decisive. Without adequate
technical understanding or strong expert
assistance, there is a risk of failure in performing
proper legal qualification. Without adaptive
interpretation, the ITE Law risks falling behind
the evolution of cybercrime.

Coordination and fragmentation of authority
between state institutions also hinder effective law
enforcement. Handling a single credit card data
theft hacking case can involve the Police (as
investigator of general criminal acts/ITE Law), the
National Cyber and Crypto Agency (BSSN) (as
national cyber security coordinator), the Financial
Services Authority (because it concerns financial
data), and the PPATK (to track crime proceeds
flow). Each institution has its own mandate,
priorities, and database. This fragmented nature of
law enforcement must be immediately rectified
through a commitment to eradicating corrupt
practices in digital business activities to create clean
investment certainty (Saputra et al.,, 2021). The
absence of a single integrated command or a real-
time information-sharing platform often causes
investigations to run piecemeal, result in
duplication of efforts, or even cause information
leaks that interfere with the smoothness of the
investigation. Without integrated coordination,
cyber investigations are prone to being fragmented
and ineffective.

Regulatory harmonization presents a crucial
prospective  challenge. The final prospective
challenge concerns the harmonization of regulations.
The revised ITE Law, the new PDP (Personal Data
Protection) Law, and the Criminal Code must
synergize without gaps. Currently, there remains
potential for overlap and ambiguity. For instance,
criminal sanctions for severe personal data violations
are regulated both in the PDP Law and may also be
applicable under the ITE Law (regarding the hacking
aspect). The choice of which article to invoke can
influence the burden of proof and the severity of the
sentence. There is a need for prosecution guidelines
or consistent jurisprudence from the Supreme Court
to provide certainty for law enforcement at the lower
levels, thus preventing disparities in case handling
that would weaken the deterrent effect of the law
itself. Consistent guidelines from the Supreme Court
are necessary to ensure that regulatory
harmonization is truly effective.

CONCLUSION
Based on the in-depth analysis conducted, it can be
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concluded that law enforcement against the
criminal act of breaching e-commerce security
systems to steal customer credit card data relies on
a complex and layered legal framework. The
primary criminal law construction is built upon the
Law on Electronic Information and Transactions
(ITE Law), which has undergone significant
evolution from Law Number 11 of 2008, was
revised by Law Number 19 of 2016, and reached its
most current form in Law Number 1 of 2024. The
ITE Law successfully captures and qualifies
hacking acts through offenses of unauthorized
access (Article 30) and actions against the integrity
of electronic data (Article 32), with an approach
that increasingly strengthens the protection of
personal data. The relationship between the ITE
Law as lex specialis and the Criminal Code as lex
generalis is integrative and complementary. The
ITE Law regulates the methods of crime in the
digital world, while the Criminal Code provides
qualifications  regarding the objects and
consequences of those crimes, such as theft or
fraud, enabling comprehensive prosecution.
However, the effectiveness of this legal
construction is still faced with a number of
substantive challenges in proof and law
enforcement, particularly concerning the volatility
and complexity of digital evidence, cross-border
jurisdictional constraints, limitations in the
technical capacity of officials, and the need for
harmonization with new regulations such as the
Personal Data Protection (PDP) Law.

The findings of this research carry important
implications for various stakeholders. For
legislators and policymakers, the implication that
arises is the need for continuous evaluation and
adjustment of technical regulations under the ITE
Law and the PDP Law, particularly implementing
regulations that govern investigation procedures,
digital forensics standards, and inter-agency
cooperation protocols. Coherence between the ITE
Law, the Criminal Code, and the PDP Law must be
maintained to prevent overlap and legal
uncertainty. For law enforcement officials (police,
prosecutors), the most direct implication is the
necessity to make continuous investments in
human resource capacity and technological
upgrades. The establishment and strengthening of
specialized cyber units equipped with state-of-the-
art digital forensics tools and expertise have
become a necessity. Furthermore, it is necessary to
develop  standardized  investigation  and
prosecution guidelines for cybercrime cases,
including integrated coordination mechanisms
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between the National Cyber and Crypto Agency
(BSSN), the National Police (Polri), the Attorney
General's Office, and the Financial Transaction
Reports and Analysis Center. For the business
sector, particularly e-commerce companies, the
implications of this research emphasize the
obligation to implement adequate cybersecurity
measures (security by design and by default) as
mandated by the PDP Law, as negligence can
worsen the impact of attacks and potentially lead
to legal liability.

Based on these conclusions and implications,
several strategic recommendations are proposed.
First, the ratification of the Budapest Convention on
Cybercrime or the formation of more effective
bilateral and multilateral treaties is necessary to
facilitate international cooperation in
investigations, extradition, and the blocking of
cross-border digital assets. Second, the Supreme
Court needs to issue a Supreme Court Regulation or
a Circular containing guidelines on the application
of electronic evidence and evidentiary standards in
cybercrime, in order to create certainty and
uniformity of practice at all levels of the judiciary.
Third, intensive education and training regarding
digital forensics, cyber law, and financial
investigation must become mandatory and
continuous programs for investigators, prosecutors,
and judges. Collaboration with universities and the
cybersecurity industry can enrich these training
curricula. Fourth, the government needs to
encourage or require the e-commerce and fintech
sectors to adopt high-level data security standards
(such as tokenization, end-to-end encryption) and
conduct penetration testing (pentest) and security
audits periodically. Fiscal incentives can be
provided to companies that achieve specific
security certifications. Fifth, massive socialization to
the public regarding the importance of protecting
personal data, recognizing digital fraud modi
operandi, and the mechanism for reporting if one
becomes a victim of cybercrime must be
aggressively carried out to create collective
awareness as the first layer of defense.
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